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Hardening Cyber Protection Programs

Will 2019 be the year of the SAFETY Act for data security programs?

BY CRAIG A. NEWMAN,
PETER C. HARVEY,
ALEJANDRO H. CRUZ
AND JOSHUA R. STEIN

n obscure federal statute,
passed in the wake of the
eptember 11th, 2001 terror-

ist attacks, grabbed big headlines
last year when MGM Resorts Inter-
national used the law to sue victims
of the 2017 Las Vegas Harvest Fes-
tival shooting. Casino giant MGM,
which owns Mandalay Bay Resort
& Casino, the hotel where a shoot-
er took up residence and killed 58
people in the deadliest shooting in
U.S. history, sought a judicial dec-
laration that the SAFETY Act—the
Support Anti-Terrorism by Foster-
ing Effective Technologies Act of
2002—Dbarred any claims against it.
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MGM’s litigation offensive might

seem like an odd juxtaposition of
legal strategy—suing the victims.
Yet, despite public outrage over
MGM’s novel legal move, it rep-
resents the first time the SAFETY
Act has been litigated, moving the
cases and the enigmatic statute
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into uncharted legal territory,
and will remain so for the fore-
seeable future. Shortly after MGM
filed the lawsuits, it decided to
switch gears and move from liti-
gation to mediation. So, it is now
behind closed doors working to
hammer out a settlement rather
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than litigating issues of first
impression which would serve
as the only judicial precedent
under the SAFETY Act.

While the issues raised by
MGM’s move might never be
addressed if the cases are settled,
it nonetheless underscores the
fact that the SAFETY Act is likely
to become a crucial—even essen-
tial—tool for qualified American
companies’ risk management and
cybersecurity programs. And
as the only instance in which
the Act has been litigated, the
MGM cases also provide a useful
backdrop for taking a closer look
these issues.

SAFETY Act Basics

The SAFETY Act, in general,
provides legal protections to
companies that develop cutting-
edge anti-terrorism technologies,
including cybersecurity pro-
grams, and are able to satisfy
the demanding standards of the
U.S. Department of Homeland
Security (DHS), the agency that
administers the SAFETY Act pro-
gram. The Act has been on the
books for years and more than
900 applications have been pub-
licly approved since 2004.

Approval under the SAFETY Act
comes with a variety of poten-
tially powerful protections,

including liability caps, market
differentiation, and exclusive
federal jurisdiction for certain
claims. As companies become
increasingly sensitive to the need
for robust cybersecurity policies
and procedures—both to protect
digital assets and mitigate the
liability that comes along with
the near-inevitability of a data
breach—the incentives offered
to companies under the Act make
it a potentially important com-
ponent of their cybersecurity
strategies.

To be sure, SAFETY Act protec-
tion is not for every organization.
The qualification process is rigor-
ous and not every organization
will fit within the law’s param-
eters, nor will they be able to
meet its high standards.

The SAFETY Act requires com-
panies to make detailed submis-
sions regarding their technology
and, following a rigorous certifi-
cation process administered by
DHS, they might become eligible
to receive one of three possible
levels of approval, each with
varying benefits and timelines
for protection.

If a company obtains approval
at any level from DHS, the SAFE-
TY Act provides a range of liti-
gation management benefits that
can substantially mitigate their

cyber liability if the approved
technology is deployed to pro-
tect against an act of terrorism.
First, the Act provides for a single
exclusive federal cause of action
when the qualified technology is
involved in an act of terrorism;
this ensures that the company
deploying or selling the technol-
ogy will not be subject to duplica-
tive and costly claims in differ-
ent state courts. Second, the Act
provides a liability cap based on
the company’s insurance cover-
age. If a company receives DHS
approval, it is required to main-
tain liability insurance at a level
set by DHS, but this cap adds a
rare measure of certainty to liti-
gation in which the Act’s protec-
tions apply. Third, the Act bars
the award of punitive damages,
prejudgment interest, and joint
and several liability for non-eco-
nomic damages such as pain and
suffering for claims.

Although the vast majority of
SAFETY Act approvals so far have
involved anti-terrorism products
and services used for physical
security, DHS has recognized
that the universe of anti-terror-
ism technologies extends to an
organization’s cybersecurity pro-
gram. DHS has broadly defined
the scope of what can constitute
a qualified anti-terrorism tech-
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nology to include “any qualify-
ing product, equipment, service
(including support service),
device, or technology (including
information technology).”

For example, Southern Com-
pany, the Atlanta-based energy
firm, recently obtained DHS cer-
tification for its “Cybersecurity
Risk Management Program,” an
“enterprise-wide cyber risk mit-
igation program” that encom-
passes governance, network
security, data protection, inci-
dent response, training, and
policies, among other aspects.
As cybercrime and data-based
terrorism become an increas-
ingly prevalent aspect of digital
life, robust programs to harden a
company’s defenses against such
threats have become a must-have
aspect of corporate governance
to manage an institution’s poten-
tial liability, as well as that of its
executive leadership team and
board of directors.

Looking Ahead: Cybersecurity
And the SAFETY Act

No doubt, the cybersecurity
risks for companies that depend
on sensitive information to drive
their operations have soared.
Hacking, phishing, and ransom-
ware have become ever more
sophisticated and commonplace.

And the price tag attached to
cybersecurity incidents is astro-
nomical. It is estimated that the
cost of cybercrime globally will
quadruple over the next four
years from $500 billion to over
$2 trillion. One recent study sug-
gests that the average total cost
of a U.S. data breach was near-
ly $8 million, and that a “mega
breach,” involving one million
records or more, would have a
cost of $40 million. Companies
that obtain SAFETY Act approval
for their cybersecurity programs
take an important step in man-
aging these and other economic
and litigation risks.

There are, moreover, impor-
tant non-statutory benefits to
obtaining DHS approval under
the SAFETY Act. Not only is it a
“stamp of approval” from the U.S.
government that an organization
has achieved industry-leading
cybersecurity protections, it
establishes that the company
and its leadership team took sub-
stantial steps to mitigate cyber-
security risks, which could be
strong evidence, in and of itself,
in litigation, whether against the
company, its board of directors,
or even with regulators.

Under the right circumstances,
the SAFETY Act has the potential
to become a new gold standard

for companies that qualify for its
protection and want to establish
themselves as leaders in cyber-
security, both with respect to
internal risk mitigation and with
a view toward ensuring robust
protection of customer or cli-
ent data. In the face of cyberter-
rorism’s growing threat, MGM’s
recent litigation predicament
should serve as a wake-up call
for institutions and corporate
leaders aiming to be at the fore-
front of cyber-risk and liability
management.
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