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Alejandro Cruz is a Partner in the firm’s Litigation department.  Mr. Cruz represents clients in complex commercial litigation, as
well as in arbitrations, mediations, and investigations.  His practice includes representing law firms and lawyers accused of 
legal malpractice, companies accused of antitrust violations, and financial institutions in a broad range of litigation, as well as 
disputes involving transactions and ownership of fine art.  Mr. Cruz also defends clients in government investigations by 
federal and state agencies, as well as representing boards of directors and board committees of public companies in 
investigations and shareholder disputes.  In addition, as a member of the firm’s Privacy and Data Security group, Mr. Cruz 
advises clients on a wide array of cybersecurity and privacy issues, including incident response, ransomware, regulatory 
compliance, and risk mitigation.  In 2020, the New York Law Journal named Mr. Cruz a “Rising Star,” a designation 
recognizing “the region’s most promising lawyers ages 40 and under.”  In 2023, Benchmark Litigation recognized Mr. Cruz as 
a “Future Star” for New York in Euromoney Institutional Investor PLC’s Guide.

Mr. Cruz also maintains an active pro bono practice, including federal civil rights litigation involving the First, Eighth, and 
Fourteenth Amendments, the Individuals with Disabilities in Education Act, the Americans with Disabilities Act, and the 
Religious Land Use and Institutionalized Persons Act, as well as defending eviction proceedings and other housing disputes.  
In 2016, Mr. Cruz received the Brooklyn Bar Association Volunteer Lawyers Project’s Champion of Justice Award for his 
commitment to pro bono service.  Mr. Cruz is a member of the board of directors of Legal Services of the Hudson Valley, a 
nonprofit legal services organization that provides support, advocacy, and high quality civil legal representation to poor and 
low-income families and individuals in New York state.  He also sits on the board of directors of White Plains Hospital and the 
Hudson River School of Music, as well as the board of advisors for the Dartmouth College Center for Social Impact.

Prior to joining the firm, Mr. Cruz served as a law clerk to the Honorable Eric N. Vitaliano of the United States District Court for 
the Eastern District of New York from 2011 to 2012, and prior to that practiced at a New York law firm.

Representative Matters

Represented a global bank in connection with an industry-wide investigation into alleged manipulation of the London Interbank
Offered Rate (Libor) and the Euro Interbank Offered Rate (Euribor).

Represented financial guarantors in complex contract and fraud actions against sponsors and underwriters of mortgage-
backed securities.

Represented a global bank in connection with an industry-wide investigation into alleged manipulation of ISDAFIX, a 
benchmark rate for interest-rate swaps and options, as well as in a related class action alleging violations of the Sherman Act 
and the Commodity Exchange Act.



Represented an international law firm facing a $300 million malpractice claim arising from the firm’s representation of a special
board committee in a $2.4 billion acquisition of clean energy generation assets.

Represented a global law firm and one of its partners against malpractice claims arising from patent drafting errors.

Represented a national law firm and one of its partners against malpractice claims by the executor of an estate arising from 
the theft and conversion of the estate’s assets.

Represented a national law firm in an arbitration brought by a former client indicted for securities fraud based on the law firm’s 
alleged negligent advice and conflicts of interest in an underlying SEC investigation.

Represented a national law firm in an action by a receiver claiming over $100 million in damages related to the law firm’s 
advice as to its client’s web-based advertising and potentially deceptive business practices.

Represented the audit committee of a public company in investigating charges of criminal antitrust violations following the 
indictment of the company’s CEO.

Conducted an investigation on behalf of a special litigation committee in responding to a shareholder demand.

Represented the audit committee of a public company in investigating and responding to whistleblower allegations of 
accounting fraud.

Represented a pharmaceutical company in a class action under the Sherman Act alleging price-fixing in the market for contact
lenses.

Secured summary judgment for a chocolate maker in an antitrust price fixing case, and successfully defended that judgment 
on appeal.

Secured pre-trial and appellate victories for a Big Four accounting firm in multiple actions alleging securities fraud, malpractice,
and unfair business practices.

Represented an individual in an investigation by the SEC regarding auditor independence under the federal securities laws.

Represented a non-for-profit arts organization in an investigation by the New York Attorney General.

Pro Bono

Represented a Muslim organization subject to religious discrimination when it was denied a land use permit to establish a 
house of worship in New Jersey.

Represented a prisoner in a civil rights and medical malpractice action against a private prison medical provider for denial of 
medical care.

Represented putative class of children with disabilities in civil rights litigation seeking relief under the Individuals with 
Disabilities Education Act.

Represented individual in Bronx County Family Court in proceeding for an order of protection arising from domestic violence.

Represent individuals in housing court and administrative housing proceedings in Westchester County in partnership with 
Legal Services of the Hudson Valley.

Admissions

• U.S. District Court, Southern and Eastern Districts of New York

• New York



Professional Activities

HONORS: Listed as a “Future Star” for New York in Euromoney Institutional Investor PLC’s Benchmark Litigation’s 2023 
Guide; Named as a “Rising Star” by the New York Law Journal (2020)

MEMBERSHIPS: Board of Directors, Legal Services of the Hudson Valley; Board of Directors, White Plains Hospital; Board of 
Advisors, Dartmouth College Center for Social Impact.

Education

• University of Virginia School of Law (J.D., 2009)

o Editorial Board, Virginia Law Review

o Order of the Coif

• Dartmouth College (A.B., cum laude, 2004)

Blog Posts: Data Security Law Blog
DataSecurityLaw.com is the firm’s resource for the latest news, analysis, and thought leadership in the critical area of privacy 
and cybersecurity law. Patterson Belknap’s Privacy and Data Security practice provides public and private enterprises, their 
leadership teams and boards with comprehensive services in this critical area. Our team of experienced litigators, corporate 
advisors and former federal and state prosecutors advises on a broad range of privacy and data protection matters including 
cyber preparedness and compliance, data breach response, special board and committee representation, internal 
investigations, and litigation.

April 13, 2023
SEC Proposed New Rule and Extensive Updates to Existing Rules on Cybersecurity
On March 15, 2023, the Securities and Exchange Commission (“SEC”) proposed a new rule concerning cybersecurity risk 
management as well as updates to Regulations S-P and SCI (Systems Compliance Integrity). [1] With these proposals, the 
SEC aims to update...

February 7, 2023
Supreme Court Backs Away from Deciding Scope of Attorney-Client Privilege
The Supreme Court has declined, for now, to decide when attorney-client privilege will apply to communications viewed by 
courts as made for both legal and other purposes. In October 2022, the Court granted certiorari in In re Grand Jury...

July 21, 2022
Looking Back on the Breach: Fundamentals of Preserving Privilege of Forensic Analyses in the Wake of a Data 
Breach
As we have written previously , preserving privilege of forensic analyses can be critically important in the aftermath of a data 
breach. Questions of privilege and work-product protection routinely arise in post-breach litigation, especially concerning 
forensic investigation reports. Plaintiffs...

February 3, 2022
White House Issues Further Guidance for Federal Agencies on Cybersecurity Priorities
The White House recently issued a Memorandum designed to strengthen the cyber defenses of “National Security Systems” – 
information systems operated by the federal government that are used for intelligence or military purposes. The Memorandum 
comes at a time...

April 5, 2021
Beeple, Top Shots, and the Blockchain of Collectibles: Securing the Value of an Original Digital Asset



For this post, we welcome guest contributor Anne-Laure Alléhaut from the firm’s Art and Museum Law practice group. Ms. 
Alléhaut, former Senior Vice President and Associate General Counsel of Sotheby’s, Inc., concentrates her practice on all 
aspects of art...

March 24, 2021
California Privacy Rights Act: The Five Biggest Changes You Need to Know Now
Last November, California voters approved Proposition 24 , enacting the California Privacy Rights Act (“CPRA”). The CPRA 
amends the California Consumer Privacy Act (“CCPA”), which was already the most sweeping consumer data protection law 
in the U.S. Wondering what...

March 24, 2021
Forensic Analysis and Privilege in the Wake of a Data Breach
In the wake of a data breach, counsel will often require the assistance of a forensic firm in order to provide legal advice to their
client. The forensic analysis—which is often memorialized in a report to counsel—is crucial for...

February 9, 2021
New York Has More to Say About Consumer Data Privacy
As the national landscape of data privacy laws evolves, New York may be poised to follow California in passing legislation that
creates new data rights for New York consumers. New York is no stranger to this field. The New...

January 25, 2021
Peeling Away the Privilege: Another Court Orders Production of Data Breach Investigation Report
A federal court recently added additional wrinkles to one of the most important aspects of responding to a data breach: a 
forensic investigative report. The court ordered a law firm to turn over a report produced by a forensics...

December 18, 2020
Cyber Attacks Targeting K-12 Education Are On the Rise
As remote learning continues to play a critical role in the world’s pandemic response, cybercriminals see another opportunity 
for exploitation. The Federal Bureau of Investigation, the Cybersecurity and Infrastructure Security Agency, and the Multi-State
Information Sharing and Analysis Center...

December 16, 2020
Hack of IT Service Provider May Affect Thousands of Private Businesses
On December 13, the software and service provider SolarWinds announced that its Orion software platform had been the 
target of a sophisticated cyber-attack that may have resulted in malicious code being pushed to as many as 18,000 customers.
The...

December 16, 2020
Ransomware as Reminder: Back to Basics of Cyber Readiness
The growing threat from ransomware is forcing organizations to re-think their cyber risk mitigation strategy. As private 
organizations and governments look ahead to 2021 and the risks they face in an increasingly uncertain world, ransomware will
no doubt rank...

October 7, 2020
Who’s On the Other Side: OFAC Releases Guidance on Ransomware Payments and Sanctions Enforcement
As we previously reported , companies across the globe increasingly have been targeted by cyber criminals during the 
COVID-19 pandemic. Just last month, a major U.S. healthcare provider, United Health Services (“UHS”), suffered a 
ransomware attack , crippling its...

September 21, 2020
Government Warns of New Cyber Threats Targeting U.S. Businesses
The Cybersecurity and Infrastructure Security Agency (CISA) teamed up with the Federal Bureau of Investigation (FBI) to 
issue a joint warning of cyber-attacks emanating from Iran and targeting U.S. federal agencies and businesses. These hackers
target vulnerabilities in virtual...



August 14, 2020
Capital One to Pay $80 Million Fine for 2019 Data Security Hack
As we previously reported , Capital One Financial Corporation announced in July 2019 a major data security breach when an 
individual gained unauthorized access to personal information about Capital One credit card customers . According to the 
Office of...

June 8, 2020
MGM Resolves Las Vegas SAFETY Act Litigation
After over 18 months of private mediation, MGM Resorts International has finally dismissed a series of declaratory judgment 
actions the company brought against victims of the Route 91 Harvest Festival shooting. Those cases stem from the October 
2017 Las...

April 28, 2020
Privacy Suits Against Zoom and Houseparty Test the CCPA’s Private Right of Action
Over the past month, many have discovered video chat and conferencing apps such as Zoom and Houseparty, using them for 
both business and to keep connected to friends and family during this period of global social distancing . Increased...

April 8, 2020
Governmental Organizations Across the Globe Warn of Enhanced Cyber Threat Environment Related to COVID-19
In recent weeks, we have seen growing threats to cybersecurity and privacy from malicious actors seeking to exploit the 
COVID-19 pandemic. As companies transition their employees to remote working and focus their efforts on core business 
continuity, hackers are...

April 1, 2020
HIPAA Regulator Relaxes Enforcement for Telehealth Services During the COVID-19 Crisis
In response to the COVID-19 pandemic, on March 17, 2020, the Office for Civil Rights (“OCR”) at the Department of Health 
and Human Services (“HHS”) issued a notification of enforcement discretion , announcing that it would not impose civil...

March 25, 2020
Consumer Reports Opposes Efforts to Delay CCPA Enforcement Due to COVID-19
Businesses, consumers, and regulators continue to grapple with balancing privacy, cybersecurity, and the response to the 
COVID-19 pandemic. Last week, this blog explored the increased cyber risks that the pandemic poses to businesses, 
providing guidance on how businesses can...

March 19, 2020
Cyber Risk and COVID-19: Practical Guidance for Secure Remote Working
In recent years, cyber-attacks have continued to increase in number and scope, with businesses facing ever-growing threats 
from ransomware, distributed denial-of-service attacks, and phishing schemes. Ransomware attacks alone saw a 41 percent 
increase in 2019 from 2018, with more...

September 25, 2019
A New Era of COPPA Enforcement?
Earlier this month, YouTube and its parent company, Google, entered into a record $170 million proposed settlement to 
resolve allegations brought by the Federal Trade Commission (FTC) and the New York Attorney General (NYAG) under the 
federal Children’s Online...

August 22, 2019
A Closer Look at the CCPA’s Private Right of Action and Statutory Damages
The California Consumer Privacy Act (CCPA) has significantly altered the potential consequences of a data breach under 
California law by permitting California consumers to bring civil suits for statutory damages, Cal. Civ. Code § 1798.150(a)(1), 
and to seek statutory...

August 1, 2019
New York’s SHIELD Act Is Signed Into Law



Last Thursday, Governor Cuomo signed New York’s latest data security bill – the Stop Hacks and Improve Electronic Data 
Security, or “SHIELD” Act. The Act, which we have followed on this blog since November 2017 , imposes new notification...

July 15, 2019
D.C. Circuit Breathes New Life into OPM Data Breach Litigation
The U.S. Office of Personnel Management (“OPM”) made headlines when several hacks of confidential data came to light in 
2015, intrusions that compromised the personal data of over 20 million individuals . On July 21, 2019, in AFGE v....

July 9, 2019
New York’s SHIELD Act Heads to the Governor’s Desk
The New York State Senate recently passed The Stop Hacks and Improve Electronic Data Security Act, or SHIELD Act , 
leaving only the Governor’s signature as the final step to the SHIELD Act becoming the country’s newest—and one of...

June 28, 2019
A Shield From Cyber Liability: Beyond the Statute
Part 3 in a 3-Part Series

As we’ve written about in the past, the SAFETY Act has the potential to help companies mitigate their risk from cyber-
terrorism. As previously noted, the statute has never been fully tested in courts, so the full contours of its...

May 13, 2019
A Shield From Cyber Liability: Diving Deeper Into the SAFETY Act
Part 2 in a 3-Part Series

As we’ve discussed in previous posts , the SAFETY Act has the potential to serve as a valuable tool for companies looking to 
mitigate risk from cyber-terrorism. This is part two of a three-part series; be sure to read...

April 15, 2019
Incoming DFS Chief Calls Cyber the “Number One Threat” Facing Industry and Government
The incoming chief of New York’s top financial services regulator called cybersecurity “the number one threat facing all 
industries and governments globally” during a speech on Friday, April 12, 2019 at the Association of the Bar of the City...

January 29, 2019
A Shield From Cyber Liability: Integrating SAFETY Act Protections Into Institutional Cyber Governance
An obscure federal law called the SAFETY Act recently captured national headlines when MGM Resorts International invoked 
it in a series of pre-emptive, declaratory judgment law suits against the victims of the 2017 Route 91 Harvest Festival 
shooting...

November 29, 2018
In Warning Shot to Foreign Hackers, U.S. Indicts Two Iranian Nationals for Massive Ransomware Attacks
Yesterday, the United States indicted two Iranian hackers for their roles in a series of major ransomware attacks that started in
2016 and lasted almost three years. The attacks crippled schools, hospitals, the private sector, and government agencies, 
causing...

November 12, 2018
MGM’s Fight for SAFETY Act Protection Takes a Timeout
MGM Resorts International has hit the pause button in its gambit to shield itself from liability stemming from the October 2017 
shooting at the Mandalay Bay Hotel in Las Vegas. As we reported previously , MGM has brought more...

September 6, 2018
In Search of Immunity: MGM Fights to Define SAFETY Act Protection
Memories of the massacre of dozens of concertgoers at a Las Vegas music festival last year are unlikely to fade soon. In the 
deadliest shooting in U.S. history, Stephen Paddock killed 58 people and wounded hundreds from his perch...

May 30, 2018



Another DFS Cyber Deadline Looms
For thousands of financial institutions and insurance companies covered by New York DFS’s sweeping data security 
regulation, the countdown to yet another deadline has begun. Those companies will remember last August , when DFS’s first 
transition period ended, and...

May 17, 2018
Litigating Blockchain: Not So Simple
Many believe that blockchain technology will revolutionize the way humans interact, in business and beyond. Though 
cryptocurrency is the topic du jour , blockchains can do much more than just enable digital currencies: they can be used to 
transform...

March 6, 2018
The Equifax Breach Continues to Rage
Six months after a massive data breach at credit reporting company Equifax, Inc. handed hackers the personal information of 
nearly 150 million Americans, the fallout continues. Equifax first disclosed in September that hackers used a flaw in its 
website...

December 4, 2017
Payment or Pillory: More Fallout from Uber’s Data Breach
With new developments regarding Uber Technologies Inc.’s 2016 data breach coming out almost daily, lawsuits against the 
company continue to pile-up. We previously reported that within days of Uber disclosing the data theft and its subsequent 
payment of $100,000...

February 21, 2017
DFS Final Cyber Regulation: Accountability at the Top
Over the last few months, the New York Department of Financial Services (“DFS”) cybersecurity regulation has undergone 
multiple revisions . But late last week , DFS issued its final regulation, which will go into effect on March 1, 2017....

February 17, 2017
Final DFS Cybersecurity Regulation Issued
New York’s Department of Financial Services issued its final Cybersecurity Regulation last nigh t with an effective date of 
March 1, 2017. For a comparison between the previous proposal and the final regulation, please click here . The changes...

January 27, 2017
Rock and a Hard Place: Banks In Search of Compliance Amid Diverging Regulatory Regimes
Last year was the first that national banks and federal savings associations subject to supervision by the Office of the 
Comptroller of the Currency (“OCC”) were armed with a sense of the agency’s regulatory expectations when it came to...

November 17, 2016
Law Firms and Vendors Mandated to Up Their Cyber Game: Final Installment in a 3-Part Series
This is our final installment in a three-part series examining the New York State Department of Financial Services (“DFS”) new 
cybersecurity regulation. In this installment, we provide an overview of the regulation’s impact on third-party vendors and 
business partners...

November 16, 2016
Cyber Regulation Demands Board Accountability: Part 2 in a 3-Part Series
This is our second installment in a three-part series examining the New York State Department of Financial Services (“DFS”) 
new cybersecurity regulation. In this installment, we provide an overview of the regulation’s impact on corporate governance 
and the scope...

November 14, 2016
Unpacking New York’s Cybersecurity Regulation: Part 1 in a 3-Part Series
This is the first installment in a three-part series examining the New York State Department of Financial Services (“DFS”) new 
cybersecurity regulation. The Patterson Belknap Privacy and Data Security Team has studied the regulation, its legislative and
regulatory underpinnings, and...



October 24, 2016
Cyber in the Board Room: Balancing Risk and Oversight
Boards of directors remain increasingly exposed to the threat of liability arising from data breaches and other cyber-incidents. 
Nearly a year ago, Senators Jack Reed and Susan Collins introduced the Cybersecurity Disclosure Act of 2015 , a bill aimed...

July 21, 2016
On the Move and At Risk: Safeguards for Mitigating Mobile Device Vulnerabilities While Traveling Overseas
Employees use their smartphones as a key tool for accessing information during a work day – especially when outside the 
office and traveling on business. While smartphones, tablets, laptops and other devices may increase productivity by 
facilitating work flow...

January 7, 2016
OCC’s Cybersecurity Regulatory Expectations: A Call to Action
Not surprisingly, cybersecurity remains a top examination priority for the Comptroller of the Currency (“OCC”). And that means 
national banks and federal savings associations – and their leadership teams – should be prepared for “heightened” focus by 
OCC examiners...

December 7, 2015
Re-Thinking “Substantial Injury”: The FTC’s Potential New Need for Victims
Last month, the Federal Trade Commission’s Chief Administrative Law Judge dismissed the Commission’s long-running data 
security case against LabMD because it failed to prove that there was an actual or reasonably imminent threat of injury to 
consumers. In the...

August 31, 2015
Steering Clear of Broken Promises
With last week’s ruling by the Third Circuit Court of Appeals in FTC v. Wyndham Worldwide Corp. solidifying the Federal Trade
Commission’s authority to enforce data security practices, organizations that use online computers to store customer 
information should take...
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